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ABSTRACT
The increase of the technology revolution is encouraging WSN to be used in different sectors and for
different purposes. These sensor node are used for collecting and sending data and transmit among the
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networks. Each node can move freely in any direction, and changes their links to other devices frequently.
Security is an essential part of Wireless Network. Due to its dynamic topology, resource constraints, no
centralized infrastructure and limited security, it is vulnerable to various attacks and black hole and gray
hole attack is one of them. In this attack, the malicious node advertises itself as having the shortest path to
the destination and falsely replies to the route requests, and drops all receiving packets. Where it is easy for
an attacker to physically capture some of the legitimate nodes, copy credentials, reprogram them and re-
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deploy them in the WSN. Such type of attack is called Node Replication or Misdirection Node Attack. With
this attack an attacker can easily gain significant control over the WSN. Basically, this mechanism provide
the security of RSA and Md5 algorithm in WSNs.
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I. INTRODUCTION

A wireless sensor network (WSN) consists of large numbers of sensor nodes, which are consistent through
wireless links to perform distributed sensing task. These sensor nodes collect data from the network and
report to the sink. The sink node is one of the very critical elements of the wireless sensor networks (WSNs).
In the future the sensor networks will be widely use with the help of promising sensing and wireless
technologies. These technologies can be deployed in civil or military applications. Sensor network are often
used in application where it is difficult to setup wired network for example, monitoring in wild life, military
surveillance and tracking objects.
To protect important information researchers in sensor network have focused on finding way to provide
good security services such as (CIA):
 Confidentiality
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 Integrity
 Availability
Black hole and Gray Hole Attack
WSNs face different securities threats i.e. attack that are carried out against them to disrupt the normal
performance of the networks. These attacks are categorized as:Black Hole Attack: In this type of attack, one malicious node uses routing protocol to claim itself of being
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shortest path to destination node but drops routing packets and doesn’t forward packets to its neighbours.
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Fig. 1: Black hole Attack

Gray Hole Attack: The gray hole attack is also a kind of DoS attack. Gray hole is an extension of black
hole attack in which malicious node behaviours and activities are exceptionally unpredictable. In this,
malicious node advertise a same behaviour as a authentic node during route discovery process and silently
drops some packets or also forward packets even when no congestion occurs. This malicious node degrades
the network performance that disrupts the route discovery process. This attack is difficult to detect than

TC

black hole attack.

II.LITERATURE REVIEW

A literature review is a text written by someone to consider the critical points of current knowledge
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including substantive findings, as well as theoretical and methodological contributions to a particular topic.
Literature reviews are secondary sources, and as such, do not report any new or original experimental work.
Also, a literature review can be interpreted as a review of an abstract accomplishment
H. Deng [1] proposed the method for detecting the single black hole node in MANET. In this method, the
intermediate nodes send RREP message along with the next hop information. After getting this information,
the source node sends further request to next hop node to verify that it has the route to the intermediate node
or not. If the route exists, the intermediate node is trusted and source node will send data packets via that
trusted node. If not, the reply message from intermediate node will be discarded and alarm message is
broadcasted and isolate the detected node from network. By using this method, the routing overhead and end
to end delay will be increased. If the black hole nodes work as a group in an attempt to drop packets, then
this method is not efficient.
IJTC201605014
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Mohammad Al-Shurman [2] proposed the two methods to avoid the black hole attacks. According to the
first solution, the source node verifies the validity of the route by finding more than one route to the
destination. It waits for RREP packets to arrive from more than two nodes. When the source node receives
RREP packets and the routes to destination have shared hops, the source node can then recognize the safe
route. This method causes routing delay. The second solution is to store the last packet sent sequence
number and the last packet received sequence number in a table. When node receives reply message from
another node it checks the last sent and received sequence number. If there is any mismatch, then the
ALARM packet is broadcasted which indicates the existence black hole node. This mechanism is reliable
and faster having no overhead.
Latha Tamilselvan [3] proposed the solution in which the source node waits for the responses including the
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next hop details from other neighbouring nodes for a predetermined time value. After the timeout value, it
first checks in the CRRT (Collect Route Reply Table) table, whether there is any repeated next-hop-node or
not. If any repeated next-hop node is present in the reply paths, it assumes the paths are correct or the chance

additional overhead.
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of malicious paths is limited. The solution adds a delay and the process of finding repeated next hop is an

Maha Abdelhaq, Sami Serhan, Raed Alsaqour and Rosilah Hassan [4] provide an improvement over the
solution given in the paper in which Source Intrusion Detection (SID) method is used. The SID mechanism
is good for small scale MANET but when this mechanism is applied in a large scale MANET and the
distance between the source node and the intermediate node is long, then the above solution is not sufficient.
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Secondly, if the distance between the source node and the intermediate node is long, the delay in the
discovery period of the route will be high, which causes an overall network performance degradation. In
order to mitigate the drawbacks in SID security routing mechanism, a new mechanism called Local Intrusion
Detection (LID) security routing mechanism is proposed to allow the detection of the attacker to be locally;
which means that when the suspected intermediate node unicast the RREP towards the source node, the
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previous node to the intermediate node performs the process of detection and not the source node.

III.WSN CHALLENGES

A WSN environment has to overcome certain issues of limitation and inefficiency. It consists of following:
 The characteristics of wireless link are time-varying in nature - There are transmission barrier like
path loss, blockage and interference that adds to the susceptible behavior of wireless channels. The
dependability of wireless transmission is resisted by different factors.
 Limited range of wireless transmission - The limited radio band results in reduced data rates compared
to the wireless networks. Hence best usage of bandwidth is necessary by keeping low overhead as possible.
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 Packet losses due to errors in transmission - WSNs experience higher packet loss due to factors such as
hidden terminals that results in collisions, wireless channel issues (high bit error rate (BER), interference,
and frequent breakage in paths caused by mobility of nodes, increased collisions due to the presence of
hidden terminals and unidirectional links.
 Route changes due to mobility- The dynamic network topology results in frequent path breaks.
 Frequent network partitions- The random movement of nodes often leads to partition of the network.
This usually affects the intermediate nodes.

IV. SECURITY TECHNIQUES
RSA AND MD5
taking it the main node. Every iteration of the algorithm
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These two algorithms start with the unique set

means in each step, it iterates through each unused attribute of the set
entropy

(or information gain

and calculates the

) of that attribute. Then selects the attribute which has the
is then split by the selected attribute (e.g. age
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smallest entropy (or largest information gain) value. The set

< 50, 50 <= age < 100, age >= 100) to produce subsets of the data. The algorithm continues to recurse on
each subset, considering only attributes never selected before.
Recursion on a subset may stop in one of these cases:

 Every element in the subset belongs to the same class (+ or -), then the node is turned into a leaf and

labelled with the class of the examples
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 There are no more attributes to be selected, but the examples still do not belong to the same class (some

are + and some are -), then the node is turned into a leaf and labelled with the most common class of the
examples in the subset

 There are no examples in the subset, this happens when no example in the parent set was found to be
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matching a specific value of the selected attribute, for example if there was no example with age >= 100.
Then a leaf is created, and labelled with the most common class of the examples in the parent set.
Throughout the algorithm, the decision tree is constructed with each non-terminal node representing the
selected attribute on which the data was split, and terminal nodes representing the class label of the final
subset of this branch.


RSA is an assymetric encryption algorithm. You have two keys (private and public) and you can

perform a function with one key (encrypt or decrypt) and reverse with the other key. Which key you use
depends on whether you are trying to do a digital signature or an encryption.
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Fig. 2: Work Flow


MD5 and SHA are hash functions (SHA is actually a family of hash functions) - they take a piece of

G

data, compact it and create a suitably unique output that is very hard to emulate with a different piece of
data. They don't encrypt anything - you can't take MD5 or SHA output and "unhash" it to get back to your
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starting point. The difference between the two lies in what algorithm they use to create the hash. Also note
that MD5 is now broken as a way was discovered to easily generate collisions and should not be used nor
trusted anymore.

V.CONCLUSION

A Wireless Sensor Network(WSN) is composed of a group of mobile, wireless nodes which cooperate in
forwarding packets in a multi-hop fashion without any centralized administration. In this research work is
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done on the security of WSNs. Firstly scenario is created then nodes are initialised then for the
implementation RSA AND MD5 is used which detect the black hole and grey hole attack which is type of
DOS attack.
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